3ATBEP/UKEHO

Hakasom [lemapramenty
Kibeprominii (MbxperioHanbHU
TEPUTOpPiaIbHUHN OpraH)
Hanionansroi moniuii Vkpaiau

Bin 09 xopTHs 2020 poxy Ne3 O

YMOBH

KOHKYPCHOrO BiA0OpY Ha 3aMHATTS BaKaHTHOI NMoOcamy iHCIEKTOp (3 byHKLIAMU
CIIeLaTeHT) KaTeropii «UMBINBHWEA mnepcoHam» 2-ro Bigminy 3-ro YIPaBIIHHS
(inpopmauiiiHux TexHomorii Ta mnporpamysamms) JlemaprameHTy Kibepmomirii
(MixperioHanpHuI TepuTOpianbHuii opran) HaniosansHoi nomimii VY kpainw.

3aranbHi yMoBH

Tlocanosi 0608’ A3KH NMpOBEIeHHA  3axOAiB, CIIPAMOBaHMX Ha
BUAB/IEHHA, (ikcauilo Ta aHamis  1uudpoBHX
JOKas3iB BUXHEHHS KpUMIiHa/TbHUX
TIPABOIIOPYILEHD;
HaJaHHA inopmariiHo-TeXHOM0riuHOT

ACIIOMOTHY OpraHaM /I0CYA0BOI0 PO3C/IiAyRaHHS;

IIPOEKTYBaHHHA, po3pobKa Ta BIIPOBaKEHHS
NPOrpaMHUX Ta MpOrpaMHO-anapaTHHUX
KOMIIJIEKCIB;

MOHITODUHT Ta MozepHizalia  icayrouot
Mepexi Ta po3pobKa NMponosunii 1040 PU3BHTKY 11
no6ya0BH; ‘

3abe3reueHHss  3aXWMCTy  BiJ  HOBITHiX
Kibep3arpos;

y4acTb B TMpOEKTax IO BIIPOBA/KEHHIO
FOAATKOBUX 3aC001B 3aXHCTy KiHI{EBHUX TIPUCTPOIB;

poscnifyBaHHs Ta (OpMyBaHHS 3BiTHOCTI
10 iHIMAeHTax KibepGesrekuy;

BeJleHH: 3BITHOCTI, TeXHi4HOI
AokymeHTauil. HarmcanHa BHYTpILIHIX MOMOKeHb
Ta IHCTPYKIIiH;

po3pofKa, OHOB/IEHHS, 3MiHa Ta iHTerparis
apxiTexkTyp indopmaLifiHux CHCTeM 3
mnaropmory  360py i aHanizy gadmx, Ipum
IVIaHyBaHHI Ta BIIpoBafkeHHI pisaux IT Ta
bi3nec-cepeicis

BumMoru no xauaunatin rpoMalisHCTBO YKpaiHu;

BiK 21 pik;

BiIbHE BOJIOLIHHS AEPXKKABHOIO MOBOIO,

NOBHa BHIA OCBiTa - iHQopMaLiiina
Oe3nexa ado IT;

nornu0IeHl (eKCIIepTHI) 3HaHHA Ta
NPAaKTHYHUK 10cBin y edepi IT TexHomorii He




MeHIe 1 poKy, 10 MiATREP/UKYIOTECS
BIATIOBIIHIMH CepTU(IKATAMHE;

rmMOOKI  3HaHHA B 0ONacTi  TpeHAiB
Kibepzarpos, aKTyaJbHUX IHIUKATOPIB
KOMIIpOMeTallil inpopManiinux CUCTEM,
aKTyallbHHX CriocofiB peaizarii Kibep3arpos;

3HaHHA cTeka rpoTtokonis TCP / IP, moneni
OS], mepexesux Texnonoriii DHCP, DNS, IMAP,
SMTP, SSL, RADIUS, LDAP;

3HaHHg creka ELK;

PO3YMIHHS METOOJIOTI] IPOEKTIB 10 OmiHLi
3aXHIIEHOCTI;

JOCB1a HaJIAIITyBaHHS Ethernet-
xomyTtatopiB L2 i L3 (Mikrotik, D-link Ta inummx);

ZIOCBiJl ~ HamalTYyBaHHS  next-generation
firewall (NGFW) Cisco;

3HAHHA Ta  JOCBIJ  aaMiHICTpyBaHHA
BipTyanbHUX cepBepiB Ha 6a3i ESXi/Proxmox;

AocBia KoHdirypauil i miATpUMKH cepBepin
Ta iHQpacTpykTypu Microsoft Windows Server:
AD, DHCP, DNS, GPO, IIS, RDS, VPN, WDS,
FS;

aIMIHICTPYBaHHsS  oONepaliiHuX CHCTeM
cimeticta UNIX;

OOCBiJl PODOTH 3 TaKMMH TMPOAYKTAMH SK:
Nginx, HAProxy, Apache Kafka, Zabbix, Graylog,
Heka;

mocBil  pobotm 3  Docker containers
(6axkaHo);

NOCBiJ TIPOEKTYBaHHS 1 BHOPOBAIKEHHS
pimens knacy SIEM (Gaxano);

HasgBHICTL npodeciitnux ceprudikartis Oyxe

nepesaroro (OSCP, OSCE, ECPPT, EWPTX i
1H.)

YMOBH O1L1aTH npari

3apobiTya rrata 35 000 rpu
coljansHe  3abe3lied4eHHs  3TIAHO  JiHOY0ro
3aKOHOJABCTRA

[Hdopmaltisst npo CTPOKOBICTE 4YH
Be3CcTPOKOBICTh PU3HAYEHHS Ha
rocaygy

besctpokoso

INepenik indopMatii, HeoGxigHOT
IJIA y4acTi B KOHKYpPCi, Ta CTPOK
i1 momauHA

1) sasgBa mpo y4acTs y KOHKypCHOMY BiaGopi;

2) pesioMe B AKOMY 000B’S3KOBO 333HA4a€ThCA
Taka iHpopMais:
- TIpI3BMILE, iM's, MO 0aTHLKOBI KAHAUAATA;
- PEKBI3UTH JIOKyMEHTa, III0 HOCBiAYy€e 0coby
Ta MiATBEPPKYE TPOMAIIHCTRBO YKpaiHu;
- DIATBEPKEHHS HagBHOCTI BINMOBIAHOIO




CTYII€HS BUILOI OCBITH;
- BIJIOMOCTI Ipo CTax poGoTH;
- BIJOMOCTI NP0 MOBM I[pOrpamMyBaHHA Ta
TEXHOJIOr], IKUMHU BOJIOAI€ KaHAUIAT,
3) nosinka 3 MBC (Busnauenoi gpopmu) momo
BIZICYTHOCTI CYIHMOCT].

| JloxyMeHTH, IO TOJAIOTHCA  JUIS y4acTi B

| KOHKYPCHOMY BLAOOp1, IpHHMaroThCs 3 05 KOBTHS

no 18.00 18 xoptua 2020 poxy Ha enexkTpoHHY
nowTy anastasiia.yakovenko@cyberpolice.gov.ua

JoxyMeHTH Juis oQopMIIeHHS Ha
pobory, fKi mOXarOThCA IMicHs

BU3HAYECHHS NEPEMOIKLEM |

| KOHKYpcHOro Bigdopy

1) 3agmpa mnpeTeHgeHTa Ha Mocajgy Ha iM's
IOCaJ0BOI 0COOH, IO 3AIHCHIOE MPU3HAYEHHS —
MIHIIETLCS BIACHOPYYHO;

2) aBrobiorpadis — nuIeTsCS BIACHOPYYHO;

3) aHKeTa — NUIIEThCS BAACHOPYYHO,

4) KoIlif macnopra;

5) Komis  JOKYMEHTa, IO M ATBEPLKYE

| peecTpauiro 'y HAepiaBHoMy peecTpi (isndHMX

ocid — mIaTHUKIB NOHATKIB (I,I[CHTPI(blKaLUHHHIfI
KOn);

6) xomil AOKYMEHTIB IpO OCBITYy 3 HOIAaTKOM,
HAyKOBMH CTyNiHb, BY€HE 3BaHHsA, IiJBUINCHHS
KBasiQiKallii, a Takox Korrii ceprrdikaTis;

7) xomist BIHCHKOBOIro KBUTKa abo MmocBigueHHs

ocobu BIHCHKOBOCTYKGOBIIA (ams

BificbKOB0O3000B'13aHMX Ta
B1HCBKOBOCITY K00BIIIB);

8) TpYAOBa KHHXKKA,

9) KoibOpoBL GOTOKAPTKH po3MipoM 9 x 12 cm
— lwr. T2 4,5 X 6,5 ¢cM — 11uT.;

10) nosinka BcTaHOBIEHOI (opMEH  OpoO
HasBHICTb JOIYCKY by JepkaBHOI
TaEMHUII — 3@ HAABHOCTI;

11) MennuHa foBiaKa Hpo CTaH 350poB's — 3a
HanpaBIeHHAM;

12) ceprudikar [po IIPOXOUKCHHS
npodinakTHYHOrO HapKOJIOTYHOTO OTTLALY;

13) wMenowuna JOBilKa  TIpO POXO/DKEHEHS
NOTIEPEHBOrO Ta NEPIOAMYHOrO TICHXIaTPHYHHX
OTIISAIiB;

14) 3rozia Ha 06poOKy NePCOHANBHUX HaHUX, 34
(OpPMOIO 3riZHO 3 HOJATKOM;

15) 3roxa BecraHoBneHol GopmMu Ha NpOBeLEHHS
cremiankHol  ImepeBipku  (BigmosigHo 10
Hocranosn  Kabinetry  MinictpiB  Vxpaiuu
Bin 25.03.2015 Ne 171), m;mncaﬂe [IPETEHIEHTOM
Ha 1ocaiy, 3a GopMOI0 3TiIHO 3 AONATKOM;

16) xaprxka dopmu I1-2 -~ 3amnoBHIOETHCH
BIIACHOPYHHO.




Micue, wac i jgara mouarky | M. Kuis, By bopucninserka, 19, y nepion 3 13

TIPOBEAEHHS oLiHIOBaHHA | 10 31 sxoBTHS 2020 poky.
KaHguzaTiB  (TecTyBanus Ta | Kamammaru pojatkoBo OynyTs moiHbopmoBasi
crisbecina) | IPO TOYHHMH Yac Ta MICIE NIPOBEASHHS TECTYBaHHs

| . " .
| Ta cniBbeciny LUIIXOM eNneKTPOHHOI momTH abo
| Tene(hOHHUM 3B’ I3KOM.

IlpizBuie, iM’a Ta 1o 6aTHKOBI,
Homep tenedoHy Ta a;peca
| CJIEKTPOHHOI IOWITH 0ocobu, fKa
Haja€ 1HpoOpMaIlil0 3 MHUTaHb
IIPOBE/ICHHS KOHKYPCY |

' sAxoBenko Anacracis Onexciisua, 050-971-13-10,
1 093-766-70-25, m. Kuis, Byn. Bopucniiischka, 19,
anastasiia.yakovenko@cyberpolice.gov.ua




